Jopic NelS: JKesiapajbIK 3KpaHaapAbl NaiiiajaHy Ke3iHaeri keJii
TOIOJIOTHUSICHI

1) KesiapajabIK dKpaHAapabl NaiigaJany Ke3iHaeri skeJli TOmoJIOruschl;
2) KeJti TONOJIOTHACHI CKAHEPJIEPI;

1) KesiapajbIK dKpaHAapabl Naiigaany Ke3iHaeri keJli TOnoJorusichbl

bpanamayapaep opTypil Kayimnci3mik Tajantapbl Oap xemitepal Oeny yImiH
KOJIIaHbLIaAbl. bpanaMaysp 11Kl Kenijiep MeH Kyhesaep ChIPTKbI JKeTiIepMeH jKoHe
KYHETIEpMEH e3apa dPEKETTECKEH CalbIH KoHE KayiNCi3aiK TaJanTapbl OipHeIIe ki
KETIepae op TypJiii OoJiFaH Ke3le KOJIIaHbUIYbl Kepek. bpanamayaspiep kait xepje
OpHAJIaCybl KEepeK koHe OpaHaMayspiiepre KaThbICThl Oacka >KeJuiep MEH >KyHhemnep
KaJjiail OpHaJIacybl KEpeK €KeHIH KapacThIPbIHbI3.
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bpanamaysp opTackiH Kypy IPUHITUITEPI:
1) KapanaibIMIBLIBIK;
2) KYpBUIFbLIAPIbI MAaKCAThl OOMBIHIIA Mali1aIaHy;
3) TepeH KOpFaHBIC JKacay;
4) Tmki Kayintepre Ha3ap ayaapbIHbI3
2) 7KeJii TONOJIOTUSICHI CKAHEpJIepi
Ckanepyep — Oy OKENUIIK KOMIBIOTEPJIEPAIH JUArHOCTUKACHI MEH

MOHUTOPHUHTIH KYpPri3yre KbI3MET €TEeTIH, KayilCi3diK >KYHeCIHAeri BbIKTUMa
npoOemManapapl aHbIKTAy VIIH SKENUIepAi, KOMIBIOTEPJIEp MEH KOCHIMINAIapIbl
CKaHepJeyre, OCaJJbIKTapAbpl Oaramayra J>KOHE JKOIOFa MYMKIHIIK OepeTiH
OarmapiaMalbIK HEMEeCe anmnapaTThiK Kypasaap.

Ocannuplk CckaHepiepi Kylene 3usHKeCTep MaiiiaiaHa anaTblH "TecikTepaiH"
00yBl TYPFBICBIHAH SPTYPJIl KOCBIMIIANAPABI TeKcepyre MyMKiHIIK O6epeni. Conpaii-



aK, JKyhesie OpbIHIAIaThIH KOCHIMINIATIAp MEH XaTTaMmajap/lbl aHBIKTAy KOHE Tajaay
YIIIH TOPT CKaHEepi CUSKTBI TOMEH JIEHI eIl Kypalaap bl KOJJaHyFa 00Jiajbl.

OcanaplK CKaHEPIHIH )KYMBICHIH 4 Kagamra O6esyre 00sabl:

1. Ckanep annbiMeH Oesncenal [P MekeHxkailapbiH, alliblK MOPTTAPIBI, KYMbIC
ICTeN TYpFaH aMaJIJIbIK KYHEH1 KOHE KOChIMIIAIap bl aHbIKTANIbI.

2. Kayirmci3aik Typaisl ecen skacanaabl (MIHICTTI eMec Kajiam).

3. OmnepanusiiblK Kyiere HemMece KOChIMINIaldapFa BIKTUMAaJ apajiacy JeHreliH
aHBIKTayFa THIPBICY (KEil JKaFaaia COTCI3MIKKe OKeyl MyMKiH).

4. CoHFBI K€3€HJIC CKaHEp ONEePANMsUIBbIK )KYHCeHIH HeEMece KOCBHIMIIAHBIH 1CTEH
HIBIFYBIHA ce0en 0OJIaThIH OCANIABIKTHI Maii1anana ajaabl.

Ocannapik ckaHepiiepi apachbiHa MbIHAJIAPABI 06yTe OO0JaIbI:

* TTopt ckanepi

* KoMIbrOTEpIIiK JKeJll TOMOJOTUSIChIH 3€PTTEHUTIH CKaHEepJiep

* XKeninik KbI3METTEpAiH OCAIBIKTapbIH 3ePTTEUTIH CKaHEepJIep
MBICAUJIbI:
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'*TI (t_')) BrikntoueHa

ip a
32 <LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default gq
len 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 /128 scope host

valid_1ft forever preferred_1ft forever
2: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group
default glen 1000
link/ether 08:00:27:bd:19:7b brd ff:ff:ff:ff:ff:ff

inet brd scope global dynamic noprefixroute eth®
valid_1ft 28729sec preferred_lft 28729sec

inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever

IP agpecti anbIKTAy

Nms 3HavyeHne 16-puuHbIii koA bunapHoe 3HaueHue

Anpec 192.168.0.14 C0.A8.00.0E 11000000.10101000.00000000 | 00001110
Bitmask 24

Netmask 255.255.255.0 FF.FF.FF.00 11111111.111121111.11111111 ] 00000000
Wildcard 0.0.0.255 00.00.00.FF 00000000.00000000.00000000 | 11111111
Network 192.168.0.0 C0.A8.00.00 11000000.10101000.00000000 | 00000000
Broadcast 192.168.0.255 C0.A8.00.FF 11000000.10101000.00000000 | 11111111
Hostmin 192.168.0.1 C0.A8.00.01 11000000.10101000.00000000 | 00000001
Hostmax 192.168.0.254 C0.A8.00.FE 11000000.10101000.00000000 | 11111110
Hosts 254




File Actions Edit View Help

Currently scann : 192.168.88.0/16 | Screen View: Unique Hosts
4 Captured ARP Req/Rep packets, from 3 hosts. Total size: 240
IpP At MAC Address MAC Vendor / Hostname
92.168.0.1 20: 8:00:54:14 Shenzhen Yingdakang Technology CO., L
192.168.0.10 b8: f:3e:8a:8c Hon Hai Precision Ind. Co.,Ltd.
2.168.0.11 02:5b:56:8b:7c:2b Unknown vendor

XKeni ckanepi — netdiscover

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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[WTApply a display filter -]+

No. Time Source Destination Protocol Lengtt Info =
12783 15.118551735 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.707 Tell 172.16.1.67
12704 15.119590242 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.717 Tell 172.16.1.67
12765 15.120692612 PcsCompu_bd:19:7h Broadcast ARP 42 Who has 172.16.1.727 Tell 172.16.1.67
12786 15.121794777 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.737? Tell 172.16.1.67
12797 15.122883883 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.747 Tell 172.16.1.67
12708 15.123948778 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.757 Tell 172.16.1.67
12789 15.125051922 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.767 Tell 172.16.1.67
12710 15.126368487 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.777 Tell 172.16.1.67
12711 15.127489106 PcsCompu_bd:19:7b Broadcast ARP 42 Who has 172.16.1.787 Tell 172.16.1.67 =

1 »
v Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface eth@, id @

v Etherpet II, Src: PcsCompu_bd:18:7b (08:00:27:bd:19:7b), Dst: Broadcast (ff:ff:ff:ffiff:ff)
» Address Resolution Protocol (request)

ff ff ff ff ff 7 08 068 27 bd 19 7h 08 06 00 01 LR |
08 00 @6 04 00 01 08 @@ 27 bd 19 7b c@ ad cr 43 teefooC
ff ff ff ff ff ff c0 aB cf 48 H
@ & etho: <live capture in progress> Packets: 12711 - Displayed: 12711 (100.0%)  Profile: Default

XKemi ckanepi - wireshark
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E® Administrator: C:\Windowshsystem32\cmd.exe

C:\Users\adn>ipconf ig

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : Router

IPv4 Addres = 192.168.0.16
Subnet Mask : 255.255.255.0
Default Gateway : 192.168.0.1

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Media State i Media disconnected
Connection—specific DNS Suffix . =

Tunnel adapter iszatap.Router:
Connection—-specific DNS Suffix . : Router

Link-local IPu6 Address . . . . . = feB@::5efex192.168.0.16x15 49156/tcp ope Known
Default Gateway H 4 open unknown

4:48 (Oracle VirtualBox virtual NIC)

IP agpec (Win7) sxoHe NMap keMeriMeH TeKcepy

IC:\Userssadn

msf6 > search ms17-010

Matching Modules

# Name Disclosure Date Rank

Check Description

® auxiliary/admin/smb/ms17_010_command 2017-03-

14 normal

No MS17-018 EternalRomance/EternalSynergy/EternalChampion SMB Remote Wi

ndows Command Execution
auxiliary/scanner/smb/smb_ms17_010
No MS17-018@ SMB RCE Detection

exploit/windows/smb/ms17_010_eternalblue 2017-03-

MS17-0180 EternalBlue SMB Remote Windows Kernel Pool

exploit/windows/smb/ms17_010_eternalblue_win8 2017-03-

MS17-0180 EternalBlue SMB Remote Windows Kernel Pool

exploit/windows/smb/ms17_010_psexec 2017-03-

normal

14 average
Corruption

14 average
Corruption for W

14 normal

MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remote Wi

Code Execution

exploit/windows/smb/smb_doublepulsar_rce 2017-04-

SMB DOUBLEPULSAR Remote Code Execution

Interact with a module by name or index. For example

OKCIIOUTTHI aHBIKTAY

14




msf6 > use 1
msf6 auxiliary( } » show options

Module options (auxiliary/scanner/smb/smb_ms17_@818):

Name Current Setting
Reguired Description

CHECK_ARCH true

no Check for architecture on vulnerable hosts

CHECK_DOPU true

no Check for DOUBLEPULSAR on wvulnerable hosts

CHECKE_PIPE false

no Check for named pipe on vulnerable hosts

NAMED PIPES /usr/share/metasploit-framework/data/wordlists/named pipes.tx

yes List of named pipes to check

RHOSTS

yes The target host(s), range CIDR identifier, or hosts file with sy
ntax 'file:<path>’

RPORT 445

yes The SME service port (TCP)

SMEDomain

no The Windows domain to use for authentication

SMEPass

no The password for the specified username

SMEUser

no The username to authenticate as

THREADS 1

yes The number of concurrent threads (max one per host)

CxkaHep/l TaHJay JKoHE OMIUsIIapFa 10Ty

msf6 auxiliary( ) > run

[+] 192.168.0.16:445 - Host is likely VULNERABLE to M517-010! - Windows 7

Enterprise 7601 Service Pack 1 x64 (64-bit)
192.168.0.0/24 445 Scanned 26 of 256 hosts (18% complete)
192.168.0.0/24: 445 Scanned 52 of 256 hosts (20% complete)
192.168.0.0/24: 445 Scanned 77 of 256 hosts (30% complete)
192.168.0.08/24: 445 Scanned 183 of 256 hosts (40% complete)
192.168.0.08/24: 445 Scanned 128 of 256 hosts (50% complete)
192.168.0.08/24: 445 Scanned 154 of 256 hosts (60% complete)
192.168.0.0/24: 445 Scanned 182 of 256 hosts (70% complete)
192.168.0.08/24: 445 Scanned 285 of 256 hosts (80% complete)
192.168.0.0/24: 445 Scanned 231 of 256 hosts (90% complete)
192.168.0.0/24: 445 Scanned 256 of 256 hosts (100% complete)
Auxiliary module execution completed

OcanapIKThl aHBIKTAYy HOTHXKECI
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ke Local Disk (Z:) » Tools » Sysinternals
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Esvchost exe
[m~Tsvchost exe
[m7 svchost.exe
[m~Tsvchost exe
(=T swchost .exe
[m " taskhost exe
1/ explorer.exe

%4 VBoxTray exe
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- | +3 | | Search Sysinternals

Mew folder =« i
Mame Date modified Type
B pendmovestd.exe 12.06.2016 10:14 Application
m=] pipelist.exe 12.06.2016 10:44 Application
B pipelisttd. exe pplication
|| PORTMOMN.CNT MT File
ﬁ portrnon.exe yLirve Pro \pplication
@ PORTMON.HLP Troubleshoot compatibility delp file

[m7 procdump.exe
=] procdurnpbd.exe

@ procexp.chm

7-Zip
CRC SHA

[of  Edit with Motepad++
Pin to Taskbar

Pin to Start Menu

procman.chnm

Restore previous versions
Y Drrrran ova

Sysinternals yTuiuTachiH KyKTEY
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b bpplication
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0.08 7528 K 13824 K 1028 Spooler SubSystem App
2744 K 2780 K ZXH) Windows Command Processor
A0 A0 1LF A7 0An LF A 1)l T L AL o Semces
= spoolsv.exe1028 Properties EI ows Services
ows Services
Image Performance I Performance Graph I Disk and Network ows Services
Services Threads | TCP/IP I Security I Environment I Strings ows Services
Count: 14 ows Services
= ows Tasks
TID CPU | Cycles Delta Service Start Address =
2572 0.06 1224315 Spooler ntdll di'RtlUserThread Start
1712 0.02 515183 Spooler ntdll dil'RtlUserThread Start Iorer

Sysinternals yrunuracel kemeriMeH maOybUIIbI aHBIKTAY



